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Introduction 
Taking into account the rationale of the exploitation route described in Cardioproof’s DoW, the present 

report is expected to constitute a milestone, summing up all exploitation analyses and related activities, 

performed in the first two years of the project.  

Within D10.1, a brief outlook of possible exploitation directions had already been provided. In that 

deliverable, besides individual exploitation routes described by some individual partners (SAG, ESI and 

Fraunhofer MEVIS), a key exploitation approach had been identified in the primary goal of strengthening the 

strategic alliance with MD-Paedigree. In fact, as alredy mentioned in the DoW, a primary target of 

Cardioproof’s exploitation consists in the successful completion of a joint Infostructure, permitting to access 

analytics based on clinical datasets as well as validated cardiac patient-specific modelling tools for simulation 

and prediction. 

This exploitation path still represents, in our view, the strongest and most promising initiative in view of 

guaranteeing Cardioproof’s sustainability beyond the completion of the project. For this reason, as 

mentioned in D10.4, and as again reported here, this approach deserves to be analysed more in detail. 

Notwithstanding this key assumption, also other possible exploitation initiatives have been identified and 

discussed within the Consortium, especially in the course of the last semester. One of these has been the 

idea of possibly facilitating the engagement of external stakeholders, i.e. other business entities already 

autonomously involved in cardiac modelling and simultation, with the aim of assessing whether any joint 

commercial initiative could be taken nto account. After having discussed this option within the Consortium, 

such an approach has, however, been abandoned, at least for the time being. In fact, Cardioproof’s technical 

partners do not deem that it would be appropriate to engage at this stage in an open process of cross-

fertilisation with such external stakeholders, who would possibly gain competitive advantages by interacing 

with Cardioproof, rather than really contribute to the project’s exploitation outcomes.  

A further approach, which has growingly been taken in consideration, in parallel with an analogous process 

being undertaken within MD-Paedigree, is the possibility of having recourse to the SME’s Instrument, in view 

of exploiting specific assets, implemented within both projects, either via the creation of a specific spin-off, 

or through an increased commitment of the SMEs which are currently involved in MD-Paedigree and in 

Cardioproof. This last option has been taken into account also in consideration of the above-mentioned 

approach, crucially based upon establishing a strong interaction of the two projects, given their 

commonalities with regard to the shared Infostructure. 

The following sections of this deliverable will explore more in depth all these various approaches.  

A joint exploitation initiative with MD-Paedigree 
As already mentioned within D10.3, Cardioproof and MD-Paedigree can effectively start a joint exploitation 

initiative, as implicitly foreseen already in the DoW, given the fact that Cardioproof’s platform is being 

deployed on the basis of the Infostructure which is currently under development within MD-Paedigree.  
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In particular, some of Cardioproof’s key-contributions to a joint exploitation initiative – with a particular focus 

on the creation of a free-access paediatric digital repository – have been identified in three potential 

developments:  

 Providing a proof-of-concept validation methodology for the assessment of the effects of 

introducing modelling tools in a routine clinical workflow 

 Re-using the heart model developed in MD-Paedigree to compare and cross-validate the results 

of the two projects 

 Providing initial concrete applications of virtual stenting software, possibly to be further refined 

with models and data coming from MD-Paedigree and from possible further research projects 

 

The validation methodology 
Given its character of proof-of-concept project, Cardioproof’s exploitation can aim at leading to tangible 

innovation in the clinical environment, by introducing diagnostic tools already tested – with particular 

attention to reliability and usability – by typical end-users. This testing step needs to couple with a special 

focus on integrating such tools into a user-friendly framework, making it pivot around the need to ensure 

acceptability and usability at the point-of-care, in order to maximise an effective translation into routine 

clinical practice.  

This approach applyes also to the MD-Paedigree project, in as far as it pivots upon its cloud-based 

architecture, with the aim of supplying disease modelling, simulation and prediction services for clinical use 

in a number of innovative ways. In fact, if the two projects proceed in a joint initiative, MD-Paedigree will 

benefit from the validation and proof-of-concept checks performed within Cardioproof, being this way 

enabled to prove the maturity of its implemented tools, which would of course be a necessary precondition 

before starting any HTA in view of the final commercialisation.  

Precisely for this reason, to ensure an adequate interoperability of the two projects, Cardioproof has made 

the strategic decision of using the platform developed within MD-Paedigree as digital repository for the data 

it collects, shares, manages and analyses, even though for the purposes of Cardioproof trials all datasets  are 

currently uploaded on DHZB’s TrialConnect. This longer-term choice makes it possible for Cardioproof to 

provide data-sharing and model analysis on top of MD-Paedigree’s infrastructure, turning the latter into a 

particularly advanced platform for exploiting Cardioproof’s outputs, as already forseen in the DoW. 

The infrastructural convergence of the two projects will also potentially result in a novel exploitation route, 

allowing to establish, through their joint Infostructure, a marketplace/environment for novel eHealth 

applications, potentially supplied also by third parties, and providing a formal validation and testing process 

for assessing the impact of simulation and prediction modelling tools in everyday’s clinical decision making 

process. 

This approach builds upon one of the innovations already identified in the innovation questionnaires received 

from the EC at the time of last year’s review, and further discussed during Cardioproof’s strategic exploitation 

seminar in Graz, namely the “proof-of-concept validation of expected impact of cardiac modelling tools as 
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compared to current practice on clinical decision making and associated economic costs, setting also a 

method for designing future clinical trials”.  

As already explained in previous documents, the guiding idea is to proceed with a randomised controlled 

experiment, involving two groups of interventional cardiologists, in order to evaluate the impact of image-

based modelling on clinical decision-making. During this experiment, the recruited (external) interventional 

cardiologists will be requested to make hypothetical treatment decisions for patients with coarctation of the 

aorta. These cardiologists will be randomly allocated to receive either a limited dataset of imaging 

parameters, currently recommended by clinical practice guidelines, or an expanded list of parameters, 

including simulation modeling.  

 

 

This analysis, comparing the proportions of cardiologists making different types of intervention decisions in 

the two randomly allocated groups, will provide an experimental basis for concretely assessing the potential 

impact of modelling in clinical decision making. 

To increase the possibility of recruiting a sufficient number of cardiologists, the experiment will be 

administered online (through a dedicated page of Cardioproof’s website, which will de facto provide, this 

way, a standard format for administering such kind of trials) and at the Assiociation of Europen Paediatric 

Cardiology (AEPC) meeting scheduled in Rome on June 2016. 
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As a final remark, it may be noted that new 

approaches, for the validation and the clinical 

assessment of such tools, deserve now to be 

explored: approachs that leverage on the increasing 

contribution of personalized models and in silico 

clinical trials, and which are expected to play an 

important role in the future, in providing useful 

sources of evidence of the validity of medical 

devices, as indicated in the adjoining figure1. 

Such a topic is extensively discussed within the AVICENNA Roadmap for in silico clinical trials, in which  

specific use-cases for pre-clinical and clinical assessment of medical devices are provided2. 

 

The virtual stenting tool 
As a consequence, one of the key innovations developed in Cardioproof, i.e. the “Haemodynamical (CFD) 

Model of the Aorta and Virtual Stenting Software Tool”, could, in principle, be exploited having recourse to 

MD-Paedigree’s platform, leveraging on its marketplace innovation approach, and thus providing a first 

possible example for the business model implementation of the Infostructure. 

The virtual stenting software facilitates the 

treatment of the aortic coarctation, being 

capable to lead to optimal patient-specific 

treatment decision. The model allows to 

optimise the stent position according to the 

preferred outcome of the intervention, 

starting from anatomic and phase contrast 

MR image data.  

This simulator can be installed on Windows 

as well as Mac OS operating systems, and 

allows clinicians to simulate treatment 

options prior to the intervention. The virtual 

stenting allows them to the extract the individual patient-specific anatomy, to assess the pre-interventional 

haemodynamics, and to interactively simulate the stent placement and deformation. 

This tool, made available through the joint MD-Paedigree-Cardioproof platform, and duly integrated with the 

other available tools, will benefit from the validation and testing procedure formalised in Cardioproof, being 

directly tested by real end-users with real patients’ datasets. 

                                                           
1 Medical device Innovation Consortium - http://mdic.org/computer-modeling/  
2 Avicenna Consortium, In Silico Clinial trial – How Computer Simulation will transform Biomedical Industry, Chapter. 5, 
In silico clinical trials: Use cases for medical devices 

http://mdic.org/computer-modeling/
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This process would respond to the need of demonstration and testing already identified in the relevant 

Innovation questionnaire.  

 

Further implementation and applications for the virtual stenting tool 
An interesting future application for the modelling tools currently implemented within CARDIOPROOF would 

be the combined use of in silico methodologies and Decision Support System (DSS) to perform a better device 

selection for interventional cardiology treatment of Congenital heart disease, and in particular for CoA 

Stenting. 

The application of modelling to such a task will allow to virtually test all the available treatment options (e.g. 

all suitable devices), providing a range of scenarios. Thus, thanks to the Infostructure’s Decision Support 

System (DSS), it will be possible to select the optimal procedure.  

The preliminary comparison with procedures performed in real life, following the standard clinical decision 

making process, will allow to validate the modelling outcomes, demonstrating in what degree the actual 

clinical procedures (in vivo) are aligned with the simulated procedures mimicking real interventions (in silico). 

This approach, demonstrating the reliability of prediction and simulation results, will provide the necessary 

premise for persuading the clinical users of the expected reliability of the simulations and more in general of 

the DSS. 

In this sense, such a concrete application will make it possible to address and overcome a major shortcoming, 

which currently prevents the adoption of similar models in clinical practice. Namely, in the first place, the 

lack of evaluation of the predictive capability of the available models, since such predictive capability  has 

not been performed on a scale large enough to provide clinicians with the needed validation, so as to inspire 

confidence in making use of such modelling methods. A second shortcoming is the lack of easy access to the 

modelling, DSS, and visualisation tools, which would be needed in view of obtaining an easy integration of 

the innovative practice into the clinicians’ busy work-schedules.   

The mentioned field of interventional cardiovascular catheterisation procedures, both in children and in 

adults with CHD, seems to be an ideal candidate to test the modelling capabilities, as these patients present 

extremely complex anatomies, that vary greatly from one patient to the other, and warrant a personalised 

approach. On top of this, the treatment of several congenital cardiac defects involves the use of devices (e.g. 

stents, valved-stents, occluder devices), and, as several devices are available on the market, the choice of the 

optimal device and/or optimal device configuration is not always straightforward, despite the expertise and 

intuition of the cardiologist. 

Furthermore, for adults with repaired CHD (i.e. grown-up congenital heart disease, GUCH), there is the added 

complexity of anatomical manipulations either secondary to surgical repairs, or previous interventional 

cardiac catheterisation procedures. These complexities, and the high-risk condition of some of these patients, 

sometimes considered too high at risk for surgery, add to the potential range of devices available on the 

market, again warranting a personalised approach.    
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Thus, leveraging on the tools developed within Cardioproof, the hoped for next step will be to test the 

modelling capabilities of simulating interventional procedures in larger patient populations, thanks to the 

routine inflow of data provided by MD-Paedigree’s associated hospitals, assessing the validity of the 

prediction for both structural (e.g. geometry, positioning, anchoring) and fluid dynamics results (e.g. flow 

splits, pressure gradients) in cardiovascular interventions which can be facilitated by appriopriate DSS. 

In particular, future improvements of Cardioproof tools, toward the modelling of cardiovascular devices, can 

make it possible to tackle different aspects, including structural phenomena (e.g. device fracture or device 

anchoring to the vessel) and detailed fluid dynamic information (e.g. flow quantification and appreciation of 

local phenomena such as flow recirculation). In addition, in silico tools offer the possibility of creating a 

predictive system whereby: 

 The patient-specific anatomy and haemodynamic condition are faithfully reconstructed from 

routinely acquired medical images such as cardiovascular MRI or CT; 

 A range of available and potentially suitable devices can be selected from a library, based on clinical 

inputs (i.e. size of the implantation site, distensibility of the implantation site, age of the patient); 

 Once the available devices are selected, they can all be serially implanted in the model, verifying the 

goodness of fit and the resulting haemodynamics, in all scenarios; 

 Device/Implantation site interaction, hemodynamic data and parameters of clinical relevance (e.g. 

deployment diameter, anchoring areas, pressure drop before/after device implantation, paravalvular 

leak) can then be derived and compared, highlighting which of the available and suitable devices 

offers the optimal outcome for the specific patient; and 

 A visual interface can provide additional information, including detailed structural information (e.g. 

stresses acting on the implantation site) or flow information (e.g. formation of vortices), in order to 

further assist the clinician in the decision-making process. 

Additionally, a key advancement toward the clinical translation is that simulations are run in the background, 

without the expectations for a clinician to spend a considerable amount of time in selecting simulations and 

in navigating simulation results, which is not feasible, and would naturally undermine clinical translation.  

Instead, the relevant DSS needs to be designed in an agile manner, such that the clinical user will simply 

upload the necessary imaging data and select the type of intervention to be simulated, and later analyse 

results that have already been formatted in a clinically relevant and user-friendly way.  

For this reason, the current validation approach represents a crucially important cornerstone of the overall 

strategic approach, which needs to be fully implemented, in order to successfully translate such tools into 

clinical practice: the system needs to be designed for clinicians, by clinicians, and the clinical user will not be 

expected to have the time or knowledge to interpret simulation results. 

Only in this way, putting the clinician at the core of the implementation, an appropriate DSS can guide 

clinicians to make regular use of modelling tools for prediction of treatment outcomes related to device 

selection, leadin, in turn, to defined protocols and workflows for the rationalization of medical decision-

making. 
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Any exploitation plan needs, therefore, to take into account the necessary precondition of completing 

Cardioproof with a DSS functionality, which is a further proof of the crucial relevance of establishing a stron 

interoperability with MD-Paedigree. 

 

 

MD-Paedigree/Cardioproof cross validation with other tools and models 
A further cross-fertilisation and joint exploitation route of the two projects was identified in the possible 

cross validation of the modelling tools developed within Cardioproof, by comparing them to those 

implemented within MD-Paedigree, whenever similar diseases have been addressed and possible integration 

routes could be explored. 

 

In particular, MD-Paedigree’s cardiac models for cardiomyopathies, which build upon years of development 

(starting from the FP6 Health-e-Child), will largely benefit from the comparison and integration with the 

different models provided for within Cardioproof.  

This approach will particularly suit two modelling endeavours within 

Cardioproof.  

 

The first one is the Electro-mechanical Model of the Heart, 

developed by MUG. This work focuses on the application and 

validation of a modelling methodology for performing patient-

specific in silico simulations of ventricular electro-mechanics. Such 

simulations provide deformation data, which become usable as 

boundary condition for fluids flow simulation in other modelling 

activities within Cardioproof. This model development targets both 

cardiac anatomy and physiology, with sufficient detail to facilitate a 

direct clinical interpretation of computed simulation results. Besides 

serving as input for CFD simulations, physiologically important 

parameters such as regional distribution of strains, stresses, myocardial work and energy consumption are 

also computed.  

 

The second one is the model for Computing the pressure-difference field from 4D Flow data, developed by 

Siemens AG.  



10.5 First Exploitation Plan CARDIOPROOF -  FP7-ICT-2013-10 (611232) 

 
 

13 
 
 

Knowledge of pressure and velocity of blood flow in the human 

cardiovascular system can be decisive for clinical evaluations 

(initial and post-procedural) and procedure planning. For 

example, the severity of the cardiovascular diseases targeted in 

this project (CoA and AVD) can be assessed by intraluminal 

pressure gradients. The team of scientist at Siemens has 

developed a method to non-invasively compute, from magnetic 

resonance imaging (MRI), the relative pressure within the aorta. 

This technique has been applied to some first Cardioproof 

patients, delivering sound results even with still limited data.  

 

Having recourse to the SME’s instrument 

The context 
Being consistent with the EC priority requiring  “a new boost for jobs, growth and investment”, the “Health, 

Demographic Change and Well-being” Societal Challenge has indicated, among its major goals, the promotion 

of market growth, to be achieved also by promoting personalised healthcare. 

In this context, the SME Instrument represents a clear opportunity to jointly address two strategic objectives 

of market growth and improvement in personalised healthcare, by supporting innovative entrepreneurial 

initiatives in the field of e-Health, thus fostering the European leadership in the field, and bringing to 

commercial maturity the eHealth tools implemented within EU-funded projects. 

The SMEs’ Work Programme 2016-2017 correctly states that “access to finance for R&D is expected to remain 

a bottleneck for the commercialisation of innovative products or services”. For this reason, the provision of 

financial support for innovative SMEs represents a key objective of the WorkProgramme, also in cooperation 

with other EC’s tools. 

In particular, in the framework of the forthcoming Investment Plan for Europe3 and the relevant effort in 

creating synergies with the European Fund for Strategic Investments (EFSI), special attention needs to be 

paid to the InnovFin Technology Transfer Financing Facility (TTFF), which aims to “co-finance investments 

made by existing technology transfer (TT) funds and vehicles”, focusing on “TT undertaken via the creation 

of new companies and the licensing of intellectual property (IP), and concentrate on the proof-of-concept, 

development and early commercialisation stages of the TT process”, as per the relevant WorkProgramme. 

                                                           
3 Which is expected to “mobilise at least €315 billion in additional investment in the real economy over the next three 
years”(http://ec.europa.eu/priorities/jobs-growth-investment/plan/index_en.htm#why). 

http://ec.europa.eu/priorities/jobs-growth-investment/plan/index_en.htm#why
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On the basis of these preliminary remarks, it has been 

deemed useful to pay special attention to the SMEs’ 

Instrument. Which can, in fact, be considered, with 

regard to Cardioproof, as a particularly appropriate 

opportunity, deserving to be explored in view of 

pursuing an adequate exploitation and sustainability (as 

business development) of the tools and services 

implemented within the project. The hope is to be able 

to capitalise on the funds which have been awarded 

within Cardioproof, while also looking for further EU-

funded resources, with the aim of overcoming the so-

called “valley of death”, in which so many R&D EU 

projects end up, because of their final failure in pursuing a concrete exploitation of the outcomes, eventually 

resulting in a substantial waste of public resources.  

It is worth noting that the SMEs’ Instrument has already financed a number of SMEs focusing on the eHealth 

services and devices sector (such as Brainomix – www.brainomix.com – focusing on imaging biomarkers for 

neurological and cerebrovascular disorders, and providing non-invasive and cost effective diagnostic tools 

for stratified medicine; or Memed – www.me-med.com – which focuses on diagnostic solutions for 

inflammatory and infectious diseases). 

Such an approach would leverage, in our case, on some of 

Cardioproof’s key characteristics, i.e. its proof-of-concept 

rationale, its validation-centred approach, the subsequent 

translation into clinical practice, and its testing by real end-

users; all aspects that make of Cardioproof a peculiar 

candidate for concrete market uptake.  These 

characteristics of the Cardioproof project counterbalance 

the increased risk and investment needed for a start-up 

initiative, compared to more conservative and risk-adverse 

approaches, such as recurring simply to licensing or further 

R&D cooperation (see the figure above). 

This opportunity appears to be particularly attractive, in consideration of the strong market potential of the 

eHealth sector, as already acknowledged in the EC’s eHealth Action Plan 2012-20204, and confirmed by more 

recent forecasts5, according to which the digital health market is expected to reach around 235 billion U.S. 

dollars by 2020. Such figures confirm the significant chances for SMEs providing innovative tools and services, 

such as those developed within Cardioproof. 

                                                           
4 “The global telemedicine market has grown from $9.8 billion in 2010 to $11.6 billion in 2011, and is expected to 
continue to expand to $27.3 billion in 2016, representing a compound annual growth rate of 18.6%”. 
5 See the report “Global digital health market from 2013 to 2020, by segment (in billion U.S. dollars)”, available online 
at http://www.statista.com/statistics/387867/value-of-worldwide-digital-health-market-forecast-by-segment/.  

http://www.brainomix.com/
http://www.me-med.com/
http://www.statista.com/statistics/387867/value-of-worldwide-digital-health-market-forecast-by-segment/
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In particular, the latest survey performed by Jvion and HIMSS Analytics, shows that “advanced predictive 

modeling solutions are gaining a foothold in the healthcare provider landscape”: even though currently only 

15% of respondents (mainly big hospitals) had adopted predictive analysis tools, 95% of those who are not 

yet using advanced predictive modelling tools are considering their adoption. 

 

The forthcoming SMEs’ Instrument calls in the “Health, Demographic Change and 

Well-being' Societal Challenge” WorkProgramme 2016-17 
Within the “Health, Demographic Change and Well-being” Societal Challenge WorkProgramme 2016-17, ome 

concrete opportunities appear to be offered through the SMEs’ Instrument.  

The call SMEInst-03-2016-2017, Dedicated support to biotechnology SMEs closing the gap from lab to 
market, addresses the need for risky investment to make it possible for “SMEs working in the field of 
industrial biotechnology and ideas/concepts involving the use of systems and/or synthetic biology” to 
overcome the already mentioned “valley of death”. 
For Cardioproof’s purposes, the focus on “Clinical research for the validation of biomarkers and/or diagnostic 
medical devices” is of particular interest. This call aims to support the validation process of innovative 
biomarkers for predictive and prognostic purposes, as well as to assess the clinical performance of new 
diagnostic devices.  
 
Another call, SMEInst-06-2016-2017: Accelerating market introduction of ICT solutions for Health, Well-
Being and Ageing Well, represents as well a valuable opportunity: its challenge is to “help overcome the 
current gaps in exploitation of promising research results in ICT for Health, Well-being and Ageing well and 
to stimulate increased availability and market uptake of relevant ICT products and services”. This needs to 
be done with a focus on “interoperable and secure eHealth solutions for consumers and institutional 
healthcare delivery, building on standards and new ICT solutions and innovation ecosystems for ageing well, 

building on open software platforms”. 
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Two possible approaches can, therefore, be available, if Cardioproof’s exploitation proceeds along 
the lines indicated by the two above-mentioned calls. 
 
1) The first approach can consist in having recourse to one, at least, of the existing SMEs within the 

project (providing it – through appropriate licensing – with the IPRs needed to exploit the 
relevant products). Alternatively, it can consist in creating a specific spin-off (resorting to specific 
patent pools) aimed at exploiting specific tools and services implemented within the project. 
Both these approaches could be adopted for the commercialisation of stand-alone tools such as 
the Virtual Stenting tool, which can work autonomously on any machine. The related specific 
business plan would be pivoting on the modelling tool and on its market uptake, targeting 
specific market segments of end-users, as well as on the possibility of pursuing a direct licensing 
to industrial MRI scanner-machines producers, who would be willing to couple their hardware 
with more advanced modelling and simulation tools.  
 

2) A different approach can consist in leveraging on the common Platform/Infostructure as general 
framework, creating a new marketplace, and fraying the way to new commercial opportunities: 
in particular, such an approach would allow a market for medical tools and services to flourish, 
as the latter could eventually be commercialised on the common platform, which in parallel 
would provide basic services for data curation, as well as tested validation standards. In such a 
case, the focus would be on the innovation determined by this new business model, and on the 
subsequent interaction and interoperability with different products, which could be provided by 
a variety of specialised suppliers, competing on this new market with sets of eHealth tools ready 
to be adopted in clinical practices as soon as adequately validated and integrated within an 
advanced DSS.  

 
The implicit value of this latter type of innovation platform would be a complete set of features 
for data management, exchange, and analytics, equipped with state-of-the-art models and 
methods to ensure compliance with the highest data security standards and patients’ privacy 
requirements.  
 
In fact, while a number of tools, building on top of available personal datasets, are already in 
place, significant hesitations still exist among consumers with regard to the privacy and security 
of sensitive data and of their data management system. As stated, per recent findings6, 
“approximately 33 percent of females reported that they were not at all comfortable sharing 
self-collected digital information”.  
 
These hesitations appear to reflect also at the policy-maker  level, in as much as the current 
public approach seems to be predominantly concerned with simply protecting privacy, rather 
than focusing also on how best to make use of appropriate analytics applications on medical 
datasets: still, only by combining privacy and security with the possibility of making heath 
datasets available for long term research, both for the advantage of the individual patient as 
well as of society as a whole, will the issue currently at stake find a satisfactory solution. 

                                                           
6 http://www.statista.com/statistics/387867/value-of-worldwide-digital-health-market-forecast-by-segment/  

http://www.statista.com/statistics/387867/value-of-worldwide-digital-health-market-forecast-by-segment/
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Such a need seems to be at least partially perceived by the goal, indicated as “Action 75”, of 
giving “Europeans secure online access to their medical health data and achiev[ing] widespread 
telemedicine deployment”, wich is identified as part of the VII Pillar of Europe’s 2020 Strategy 
(ICT-enabled benefits for EU society).   
 
This Action 75 was aimed at “undertaking pilot actions to equip Europeans with secure online 
access to their medical health data by 2015 and to achieve by 2020 widespread deployment of 
telemedicine services”, trying to overcome the barriers identified within the eHealth action plan 
2012-2020, such as: 

 lack of awareness of, and confidence in, eHealth solutions among patients, citizens and 
healthcare professionals;  

 lack of interoperability between eHealth solutions; 
 
In the following section of the current deliverable, further focus is provided with regard to the data 
security and privacy, which are deemed necessary, in view of making MD-Paedigree and 
Cardioproof’s Infostructure succed into establishing an innovative multivendor marketplace for 
health data, applied analytics, and paient-specific simulation and prediction, so as to become a widly 
reliable and trusted reality. 
  

Brief analysis of the relevant legal and regulatory framework 
In order to concretely launch any exploitation initiative, it is of paramount importance to gain a clear 

understanding of the legal and regulatory frameworks that are going to affect the commercialisation of the 

tools and services implemented within Cardioproof.  

In fact, two specific aspects need to be addressed with special attention: the regulation on medical devices, 

and the current regulatory framework for privacy and security of health data. 

The following two sections deal with these two regulatory issues.  

 

The changing medical devices regulation 
A brief analysis of the regulation about medical devices is necessary in view of aligning Cardioproof 

exploitation initiatives to the relevant regulatory and legal framework in a field, such as medical devices, 

strictly regulated at a national and European level, and requiring the respect of specific standards and 

certification procedures.  

The existing regulatory framework, as mainly represented by the Directive 93/42/EEC of 14 June 1993 

concerning medical devices, is currently undergoing a deep revision process, based on the Commission 

Proposal for a Regulation on Medical Devices, which should be adopted by the end of 2015, and implemented 

within 2018. 
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The Proposal for a new Directive on Medical Devices has been deemed necessary to “to adapt the medical 

device legislation to the needs of tomorrow with the aim to achieve a suitable, robust, transparent and 

sustainable regulatory framework”, as explained in the relevant Communication issued by the European 

Commission7. 

In this Communication, special mention is made to eHealth technologies, many of which are medical devices. 

On one hand – it is stated – these could “radically transform the way healthcare services are delivered 

[offering] the chance to make healthcare systems more efficient, thus providing equitable access to 

healthcare for millions of European citizens”; on the other hand, the full application of such tools still faces 

important challenges to ensure patients’ safety, challenges that need to be addressed by the new Directive. 

Clearly, such a statement implicitly confirms that the Directive 93/42/EEC is not the required updated means 

of regulation for the new and disruptive technologies developed in the past ten years with regard to health. 

Thus, it is not surprising that an International institution such as the International Medical Device Regulators 

Forum (IMDRF), has deemed necessary to specifically address, through a series of documents, the issue of 

Software as a Medical Device (SaMD), starting from the consideration that “software is becoming increasingly 

important and pervasive in healthcare”, given the availability of a “multitude of technology platforms (e.g., 

personal computers, smart phones, network servers, etc.)”, as well as “increasing ease of access and 

distribution (e.g., internet, cloud)”, which make “software created for medical purposes (software used to 

make clinical decisions) and non-medical purpose (e.g., administrative, financial)”8 increasingly used in 

healthcare. 

 

 

Medical devices definition and relevant certification procedures 
A preliminary step, before going any more in depth in analysing the relevant regulation, is therefore to check 

whether, or not, the tools and services developed in Cardioproof are to be considered as medical devices.  

To ascertain this circumstance, we need to refer to the definition of medical devices, which is currently 

available in the relevant regulation. 

In as far as it concens both the latter regulation and the proposal for an updated one, the following definition 

of medical devices applies: “‘medical device’ means any instrument, apparatus, appliance, software, implant, 

reagent, material or other article, intended by the manufacturer to be used, alone or in combination, for 

human beings for one or more of the specific medical purposes of [among others]:  

– diagnosis, prevention, monitoring, treatment or alleviation of disease, 

– diagnosis, monitoring, treatment, alleviation of or compensation for an injury or disability, 

                                                           
7 Commission to the European Parliament, the Council, the European economic and Social Committee and the Committee of 
the Regions: Safe, effective and innovative medical devices and in vitro diagnostic medical devices for the benefit of patients, 
consumers and healthcare professionals 
8 IMDRF SaMD Working Group, Software as a Medical Device (SaMD): Key Definitions, December 2013. 
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– investigation, replacement or modification of the anatomy or of a physiological process or state”. 

Additionally, also the IMDRF statement on medical devices (quoted above) provides a specific definition of 

“Software as a Medical Device” (SaMD), defined as “software intended to be used for one or more medical 

purposes that perform these purposes without being part of a hardware medical device”. 

Among other intended uses for medical purposes of a software, that make of it a SaMD, the document lists 

the following: 

 to provide means and suggestions for mitigation of a disease;   

 to provide information for determining compatibility, detecting, diagnosing, monitoring or treating 

physiological conditions, states of health, illnesses or congenital deformities; 

 to be an aid to diagnosis, screening, monitoring, determination of predisposition, prognosis, 

prediction, determination of a physiological status. 

Additionally, a specific document on stand-alone software used in healthcare, issued by the EC9, provides 

different qualification criteria to ascertain whether a stand-alone software shall, or shall not, be considered 

a medical device, on the basis of its purpose and impact.  

To this end, a specific decisions’ tree is provided: 

Decision step 1: if the stand-alone software is a computer program, then it may be a medical device. 

If the software is not a computer program, then it is a digital document and therefore not a medical 

device. 

Decision Step 2: if the software is incorporated into a medical device rather than being a stand-alone 

software, it must be considered as part of that medical device in the regulatory process of the specific 

device. If it is a stand-alone software, proceed to decision step 3. 

Decision Step 3: if the software does not perform an action on data, or performs an action limited to 

storage, archival, communication, ‘simple search’ or lossless compression (i.e. using a compression 

procedure that allows the exact reconstruction of the original data), it is not a medical device. 

Decision step 4: an example of software for the benefit of individual patients is software intended to 

be used for the evaluation of patient data to support or influence the medical care provided to that 

patient. Examples of software which are not considered as being for the benefit of individual patients 

are those which aggregate population data, provide generic diagnostic or treatment pathways, 

scientific literature, medical atlases, models and templates as well as software for epidemiologic 

studies or registers. 

                                                           
9 European Commission, DG Health and Consumer, Directorate B, Unit B2 “Health Technology And Cosmetics”, 

Guidelines On The Qualification And Classification Of Stand Alone Software Used In Healthcare Within The Regulatory 

Framework Of Medical Devices, January 2012. 
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Decision step 5: if the manufacturer specifically intends the software to be used for any of the 

purposes listed in Article 1(2)a of Directive 93/42/EEC, then the software shall be qualified as a 

medical device 

Decision step 6: if the software is an accessory to a medical device, it is not a medical device, but it 

falls under Directive 93/42/EEC. 

Taking into account all of these definitions, it seems clear that Cardioproof’s tools and services can be defined 

as SaMD. This means that Cardioproof’s tools shall need to undergo the specific conformity assessment 

routes, prior to any possibility of having them launched on the market.  

The Directive 93/42/EEC foresees different conformity assessment procedures for the four risk classes 

identified, depending on the risk associated with the intended use of the device: Class 1 is the one associated 

with the lowest risk, while Class 4 is the one associated with the highest. According to Annex IX of the 

Directive (Classification Criteria), the non-invasive devices, such as the predictive models and simulation tools 

developed within Cardioproof, should be considered as belonging to the lowest risk category. 

The new regulation can be expected to increase the safety requirements, given the fact that one of its major 

goals is to “restore patients', consumers' and healthcare professionals' confidence”; so much more so, in 

consideration of the “serious incidents involving medical implants (e.g. breast implants, metal-on-metal hip 

replacements)” which recently occurred, putting “patient safety at risk and hav[ing], without doubt, badly 

damaged the confidence of patients, consumers and healthcare professionals in the safety of the devices on 

which they may rely every day”.  

The IMDRF has proposed a different risk categorisation framework, based on two specific criteria10:  

1) The “significance of the information provided by the SaMD to the healthcare decision”, which “identifies 

the intended medical purpose of the SaMD”, further articulated in the following terms: 

 Treat or diagnose   

 Drive clinical management   

 Inform clinical management   

 

2) The “state of the healthcare situation or condition” that the SaMD is intended for, subdivided in the 

following way:  

 

 Critical situation or condition  

 Serious situation or condition  

 Non-serious situation or condition  

                                                           
10 IMDRF Software as a Medical Device (SaMD) Working Group, Software as a Medical Device": Possible Framework for 
Risk Categorization and Corresponding Considerations, September 2015. 
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The combination of these two criteria, together with the description of the SaMD’s core functionality11, 

provides the categorisation of SaMD in different categories, based on the levels of impact of the SaMD on 

the patient or public health.  

 

Cardioproof will therefore need to analyse more in-depth the regulation, checking whether it would apply to 

each of the consortium tools and services, in view of ascertaining the specific conformity assessment needed 

for each of them, and of directly performing an internal control of the degree of respect of all safety 

requirements while still in the implementation phase. Finally, a conformity assessment procedure, 

performed by a Notified body, will be needed, as well as applying to obtain the CE mark (which would not 

requested for medical devices, if used only for clinical investigation). 

 

Health data management and patients’ privacy challenges: regulatory issues and 

novel technological opportunities12 
Two years ago, at ICT’13 in Vilnius, the president of Lynkeus, Prof Edwin Morley-Fletcher, had introduced a 

successful networking session on Big Data Healthcare, organised by MD-Paedigree, after having, beforehand, 

circulated a “discussion paper” (“Big Data Healthcare” 13, followed in 2014 by a subsequent article on 

“Healthy Data?” 14), where some issues had been raised. 

The speedy adoption of an updated legal and ethical framework, that had then been advocated, is still 

pending in the trilogue15 between the European Commission, the European Parliament and the European 

Council. ICT’15 has been deemed to be, therefore, the right time for coming back on some issues, taking 

                                                           
11 “Critical features/functions of the SaMD that are essential to the intended significance of the information provided 
by the SaMD to the healthcare decision in the intended healthcare situation or condition”. 
12 This last section is largely based on the discussion paper prepared in view of an ICT’15 networking session on 
“Enhanced Consent: a vision for Patient data Protection and Data Management”, which was held in Lisbon on October 
21st, 2015. 
13 The discussion paper proposed in Vilnius can be found on http://ec.europa.eu/digital-agenda/en/news/big-data-
what-it-and-why-it-important.  
14 The paper was published on the “Horizon 2020 Projects” portal and on the Digital Agenda, see: 
www.horizon2020projects.com and http://ec.europa.eu/digital-agenda/en/news/discussion-big-data-and-healthcare-
new-knowledge-era-world-healthcare. 
15 The basis for the trilogue has been the Commission's Data Protection Regulation proposal of January 2012, the 

Parliament legislative resolution of 12 March 2014 and the General Approach of the Council adopted on 15 June 2015. 

 

http://ec.europa.eu/digital-agenda/en/news/big-data-what-it-and-why-it-important
http://ec.europa.eu/digital-agenda/en/news/big-data-what-it-and-why-it-important
http://www.horizon2020projects.com/
http://ec.europa.eu/digital-agenda/en/news/discussion-big-data-and-healthcare-new-knowledge-era-world-healthcare
http://ec.europa.eu/digital-agenda/en/news/discussion-big-data-and-healthcare-new-knowledge-era-world-healthcare
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stock of the discussion which has meanwhile unrolled, and of some key technological developments which 

are now available.  

Edwin Morley-Fletcher had stated, in Vilnius, that three political, academic and business issues were – and in 

fact still are – at the core of the debate: the need to ensure that EU citizens’ data are adequately protected, 

the need for open access to data for research purposes, and the need for Europe to develop a vibrant data 

analytics industry, capable of investing a growing amount of resources into the break-through innovations in 

healthcare that the appropriate utilisation of Big Data promises to deliver.  

 

Semantically advanced digital repositories 

In order to reap this growing value – he had added – there will be the need not only for clinicians and 

researchers to acquire Big Data analytics skills and services, but also to develop data repositories which 

adhere to international standards for the preservation of data, set common storage protocols and metadata, 

protect the integrity of data, establish rules for different levels of access and define common rules that 

facilitate the aggregation of datasets and improve interoperability.  

In the intervening two years, MD-Paedigree16 and Cardioproof have precisely worked on such a digital 

repository, and their early success has encouraged them to go further and to try now to better explicit the 

vision, which lies behind the joint repository that they are committed to develop. 

The core drive comes from the persuasion that repositories such as MD-Paedigree’s and Cardioproof’s can 

play a special role in “testing” the prior knowledge of clinicians, who identify the data features deemed to be 

key for specifying a patient’s treatment, versus the correlations that big data crunching may highlight, 

possibly leading to further knowledge discovery.  

Indeed – as had been said in Vilnius – by statistically and semantically reasoning on the data, existing 

pathophysiological patterns may be revealed and inputted as a first step in a fractional factorial and model 

driven research process supporting physicians in their iterative and interactive quest to discovering new 

knowledge.  

Stratifying patient cohorts: “patient like mine” 

There were two main goals that were identified, and that have been the drivers of MD-Paedigree’s and 

Cardioproof’s activity. A first goal has been to provide model-driven patient-specific predictions and 

simulations, and consequent optimised personalised clinical workflows, to allow for advanced similarity 

search among patients, such that clinicians can find “the patient like mine”, and to get support through risk 

stratification and outcome analysis. Eventually – it had been said – it is hoped that specific pathophysiological 

patterns (“disease signatures”) can be detected, refined and made available to other clinicians and 

researchers in the form of pattern libraries. These pattern libraries, identifying homogenous groupings 

among patients and model similarities, shall be shared between researchers and clinicians to allow for data 

intensive pathophysiological diagnoses.  

                                                           
16 Also propelled by the impetus derived from having been then awarded the Best Exhibit prize at ICT’13, demoing some 
of its initial features. 
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Social networks for “patients exactly like us” 

A second, allied, goal had been identified in the potential to revolutionise health communications by making 

it possible, on the basis of the common semantically advanced repository, to use social media among patients 

aware of sharing highly similar conditions (“patients exactly like us”), empowering them to bridge the gap 

with the clinicians, especially in the case of paediatric patients and their parents. 

MD-paedigree and Cardioproof are now in the position of being able to provide a more in depth 

understanding of what are the legal, regulatory, and technical pre-conditions, which can best facilitate 

attaining such goals. 

Who are the data owners? 

The issue of the ownership of health data (the rights of patients to their data, or “the data subject's legitimate 

interests”), to avoid others use these data in a supposedly anonymised form, usually without the patients’ 

knowledge or consent, to earn profits without letting patients participate in the wealth generated from 

adding their respective data to large repositories, had already been highlighted in Vilnius, and attention had 

been drawn to Anne Philips’ Whose Bodies, Whose property? book (2013), which advocated introducing “a 

levy on the proceeds of research to be returned, either as assistance to the specific group suffering from the 

disease, or to the wider community”. 

The thought had been, in fact, that the right of data subjects “to be forgotten” would imply, de facto, some 

sort of ownership of data relating to them, and therefore the right to eventually donate or sell them. Even 

though aware that customarily, when it comes to data relating to individual subjects, the preferred model 

for the advancement of scientific research has not been to allow intellectual property (IP) rights deriving from 

raw datasets, so that IP rights seemed more likely to be attached to the analytic work performed on the data, 

in the same way as current IP law covers arrangement of facts, but not the facts themselves. Possibly, as 

implied by the remark from the European Data Protection Supervisor, that “data have value only if 

accompanied by a means of extracting knowledge”17. 

The debate which has ensued in the last two years has, however, highlighted a growing concern “not only to 

find a shared home for personal health data but also to give individuals the right to own them”18. According 

to Kish and Topol, citizens should in fact safely store and manage all their health data (medical, m-health, 

genome etc.) in some sort of “individual accounts”, which we will further return to in this paper. Kish and 

Topol think that the time is ripe for starting to talk “about creating a health data resource in a much broader 

and more universal context, controlled by the individuals who supply the data”19. To this end they have 

introduced the term UnPatient20 to characterise a new model of data ownership. This term is meant to have 

a double meaning: on the one hand, the customary condition of “the patient subjected to medical 

paternalism and information asymmetries”21; the other hand, the idea that “it has taken far too long to 

                                                           
17 Preliminary Opinion of the European Data Protection Supervisor, Privacy and competitiveness in the age of big data: 
The interplay between data protection, competition law and consumer protection in the Digital Economy, March 2014. 
18 Leonard Kish and Eric Topol, Unpatients—why patients should own their medical data, “Nature Biotechnology”, 33, 
September 2015, p. 921. 
19 Cit, p. 924. 
20 http://unpatient.org. 
21 Ibid. 

http://unpatient.org/
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become free to use our medical data as we see fit and to own it”22.  Without connecting to their medical data 

– add Kish and Topol – “people are unnecessarily being hurt and dying”23. Accordingly, they urgently seek “to 

promote ownership of one’s medical data as a civil right and as a pivotal strategy to further digitize medicine, 

providing a new resource to potentially help every individual who willingly participates”24. 

 
Previously, some type of data ownership suggestion had come already from the World Innovation Summit 

for Health (WISH) report, where it had been posited that patients “should form coalitions aimed at having 

their data handled by common trustee organisations”25: such “data management co-operatives” would take 

care of safely storing and managing all health data “in individual accounts”26. The citizens adhering to these 

cooperatives would not only have access to them from anywhere anytime, but they would also be able to 

share subsets of their data, or all of them, with doctors, friends or biomedical and pharmaceutical research.  

 

Empowering the citizens through Health Data Cooperatives 

In an analogous vein, in 2015 the Strategic Research and Innovation Agenda (SRIA), titled Shaping Europe’s 

Vision for Personalised Medicine, completed by the PerMed consortium for the European Commission, has 

suggested starting Health Data Cooperatives (HDCs) to facilitate “a growing involvement of patient and 

citizen interests”, as well as an “increased role of patient advocacy and support groups”, and a “rise in health 

literacy of patients and citizens”27. These trends – they posited – are likely to change the way that Healthcare 

clients and providers interact in the future, requiring the “definition of new responsibilities and financial 

models”.28 

According to PerMed, “the construction of national or regional citizen-owned and citizen-controlled health 

data cooperatives, in which citizens and patients can securely store, manage and share their data, will […] 

not only make these data more readily available, it will force data out of the incompatible data silos of 

national healthcare systems and so improve interoperability. Such a cooperative system represents a possible 

way for citizens to obtain the true value from the secondary use of their data for their own health and that 

of society. The cooperatives would compete in the personal data market to maximise the scientific and 

economic value of the data that citizens have agreed to share for the cooperative’s members. Personal and 

economic benefits for cooperative members by the control of their personal data could be the new driver for 

the implementation of a more effective data-driven personalised healthcare system”29. 

 

                                                           
22 Ibid. 
23 Ibid. 
24 Ibid. 
25 A. Pentland, T.G. Reid, and T. Heibeck (eds.), Revolutionizing medicine and Public Health, Report of the Big Data and 
Health Working Group, The World Innovation Summit for Health (WISH), Qatar Foundation for Education, Science and 
Community Development (QF), 2013. 
26 Ibid. 
27 PerMed, Shaping Europe’s Vision for Personalised Medicine, Strategic Research and Innovation Agenda funded by the 
European Commission (http://www.permed2020.eu), June 2015, p. 9. 
28 Ibid. 
29 PerMed., cit., p. 12. 

http://www.permed2020.eu/
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Data donation and data inheritance 

The awareness of the personal and social significance of anonymised individual patient and personal data for 

preventative and predictive purposes in healthcare, and of the implied data ownership issue, had prompted 

MD-paedigree to also take into account what Morley-Fletcher had called in Vilnius a “tocquevillian 

approach”, namely the remark, by Alexis de Tocqueville, that the laws on inheritance “ought to be placed at 

the head of all political institutions, for they exercise an incredible influence”30.  

The data ownership principle could in fact also lead to promoting “data donation” policies, and “data 

inheritance” mechanisms. The latter could also be conceived of as being automatically applied after a certain 

period would elapse from the data subject’s time of death, unless they would have explicitly opted-out prior 

to death.  

This suggestion had come in Vilnius with the specification that a different treatment should, however, be 

considered for the parts of these data whose public availability could have detrimental consequences for the 

relatives of the deceased, such as genetic information. New technological developments, and enhanced 

privacy security mechanism, may now overcome such proviso, as we shall soon see.  

With regard more generally to “digital legacy”, an ICT 2015 Discussion Group has very recently remarked that 

“digital assets […] are part of legacy of the deceased and should be available and transferable to heirs or 

other persons authorised by the deceased”. In consideration of the fact that “transferability of digital assets 

in case of death has not been completely regulated by law yet and there is no existing unified legal system 

within the European Union”, one participant in the Discussion Group, Paweł Szulewski, has advocated that 

the EU “should prepare a European framework and guidelines in the area of transferability of digital assets”31. 

With regard more specifically to data donation in healthcare, in a position paper issued in 2014, the European 

oncology community has suggested that “patients should have the right to ‘donate’ their data and tissues to 

health research, as well as to retain access to the tissue and data donated, hence ensuring their ability to 

obtain relevant information related to his/her condition; they should also have the right to deny their consent 

and withdraw it at any time”32.  

Regulation – they added – should “avoid the notion of a ‘specific’ consent, which would result in researchers 

needing to obtain continuous patient re-consent every time new research is carried out”. The process should 

be a ‘one-time’ consent, which means that “patients will be informed that their data/tissues will be used for 

future research, and they will be informed about the conditions under which their data and tissues will be 

stored, making the protection safeguards a part of their consent”. The same position paper also highlights 

that in the fields of public health and epidemiological research, based on population disease registers, “a 

derogation from the obligation of any form of consent is essential”33. 

                                                           
30 A. de Tocqueville, De la démocratie en Amerique, Vol. I, ch. 3, 1833. 
31 http://ec.europa.eu/digital-agenda/en/content/digital-legacy-it-possible-transfer-digital-assets-case-death. See also:  
P. Szulewski, Transferability of Digital Assets in Case of Death, Tagungsband IRIS 2015 (LexisNexis Best Paper Award at 
the International Legal Informatics Symposium 2015 in Salzburg). 
32 Risks of the new EU Data protection regulation: an ESMO position paper endorsed by the European oncology 
community, “Annals of Oncology”, 25, 2014, pp. 1458–1461. 
33 Ibid. 

http://ec.europa.eu/digital-agenda/en/content/digital-legacy-it-possible-transfer-digital-assets-case-death.%20See
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Informed consent 

According to the proposed EU regulatory framework, data usage always implies a preliminary personal 

consent, and “the data subject’s consent means any freely given specific, informed and explicit indication of 

his or her wishes by which the data subject, either by a statement or by a clear affirmative action, signifies 

agreement to personal data relating to them being processed”34.   

However, the forthcoming European Data Protection Regulation (EDPR) also specifies that “personal data 

may be stored for longer periods insofar as the data will be processed solely for historical, statistical or 

scientific research purposes in accordance with the rules and conditions of Article 83 and if a periodic review 

is carried out to assess the necessity to continue the storage”35. 

This statement is to be considered as particularly important, since it is the basis for allowing the availability 

of data for long-term research, and for Open Science, as necessary under the assumption that knowledge 

discovery is “an iterative, long-term process”36, and not a one-off endeavour. As the European Data 

Protection Supervisor (EDPS) has stated in his recent Opinion 3/2015, “researchers and archivists should be 

able to store data for as long as needed”37, subject to safeguards “preventing personal information being 

used against the interest of the individual, paying particular attention to the rules governing sensitive 

information concerning health”38. 

 

Dynamic consent 

In a publication following the work developed within the UK-funded Ensuring Consent and Revocation 

(EnCoRe) project39, some authors have, however, expressed their fear that the so-called “broad consent” 

may not remain a lawful option for research. Furthermore, deeming that “collection of one-off consent for 

research can often occur at a stressful time for the person concerned, such as before treatment or surgery”40, 

they have looked for ways to remove this pressure and allow participants “to return to their decisions and 

review their consent preferences in their own time”41.  

These stimulating authors fear, in fact, that “many of the traditional protections used in research such as 

anonymisation, coding, and pseudonymisation, are increasingly tested or rendered ineffectual by advanced 

data collection”42, and that, consequently, “the potential that individuals can be identified either directly or 

                                                           
34 European Commission's Data Protection Regulation proposal, Ch. I: General Provisions, Art. 4: Definitions. 
35 EDPR proposal, cit. Ch. II: Principles, Art. 5: Principles relating to personal data processing, letter (c).  
36 J. Kaye, E.A. Whitley, D. Lund, M. Morrison, H. Teare and K. Melham, Dynamic consent: a patient interface for twenty-

first century research networks, “European Journal of Human Genetics”, 2014, pp. 1–6. 
37 G. Buttarelli, Europe’s big opportunity: EDPS recommendations on the EU’s options for data protection reform, Opinion 
3/2015, Brussels, 28 July 2015. 
38 Ibid. 
39 The EnCoRe project was funded by the Technology Strategy Board, the Engineering and Physical Sciences Research 

Council, and the Economic and Social Research Council. It unrolled from June 2008 to April 2012, and was developed in 
the context of three biobanks: the Oxford Radcliffe Biobank, the Oxford Musculoskeletal Biobank, and the Oxford 
Biobank. 
40 J. Kaye et al, Dynamic consent, cit., p. 5. 
41 Ibid. 
42 Cit., p. 2. 
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indirectly from the data”43 may eventually end up by reasserting the need to “invoke the requirement for 

explicit consent under data protection and privacy law”44. They seem, in reality, to have anticipated a 

statement by the EDPS: “Individuals should be able to exercise more effectively their rights with regard to 

any information which is able to identify or single them out, even if the information is considered 

‘pseudonymised’45. 

These concerns have led Jane Kaye and her co-authors to propose a “dynamic consent” approach, whereby, 

“rather than being restricted to the opportunity only to give broad consent to the use of their samples and 

data, individuals could provide different types of consent depending upon the kind of study”46. These consent 

preferences would “travel securely with their samples or data so that third parties know the scope of the 

consent that applies”, and a secure consent interface, tailored to individuals’ needs, would “allow 

participants to change their consent preferences reliably”47. Dynamic consent would meet “the highest 

international ethical and legal standards for consent in a world where data protection laws are in flux”48. It 

would not be meant, therefore, to be “a replacement for existing models such as broad consent, but rather 

a facilitation tool to improve how that consent is obtained, understood and acted upon”49. Given an ‘opt in’ 

and ‘opt out’ approach to choice, a participant would still be enabled to “choose to give a broad consent and 

not receive updates and so on, but if at some future point they [would] wish to become more engaged they 

[would] have the option to do so”50.  

Enhanced Consent 

In 2013, MD-Paedigree’s Vilnius “discussion paper” had proposed the inclusion of a concept of enhanced 

consent, whereby the data subject would have been specifically able to exclude certain data usage whilst 

allowing data utilisation for the benefit of, for example, healthcare research, alongside maintaining and 

ensuring that consent can be withdrawn and data completely deleted. 

In the same paper it had also been posited that Big Data allow for “long-tail medicine” drugs with enhanced 

personalised information content, based on customized algorithms tackling the individual disease conditions. 

The complex nature of any disease – Morley-Fletcher had added – is arrived at by a multitude of pathways, 

influenced by genome, metagenome and environmental exposures: thus, no single intervention or set of 

interventions applied in a blanket fashion to the population would be able to adequately tackle it. Whereas, 

only personalised interventions, resulting from a big data focus on the disparate underlying genotypic and 

phenotypic drivers of the disease would offer a possible solution and provide appropriate decision support 

to the clinicians. 

                                                           
43 Ibid. 
44 Ibid. 
45 G. Buttarelli, Europe’s big opportunity, cit.  
46 Ibid. 
47 Ibid. 
48 Ibid. 
49 Cit. p. 5. 
50 Cit. p. 3. 
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It has been pursuing such a goal that MD-Paedigree and Cardioproof have progressed, sharing the belief that 

a way to enhance consent is to make it understood by the data subject that he/she will be enabled to get the 

best preventative information on his/her condition over the course of time.  

Patient stratification 

This approach is being tackled, specifically within MD-Paedigree, by the Siemens CaseReasoner, which is a 

tool for applying similarity search machine-learning on all the data in the repository, eventually stratifying all 

included data subjects into ever more personalised clusters or cohorts of patients, with specially similar 

characteristics.  

CaseReasoner is complemented by HES-SO’s BiTeM case-based retrieval system51, which supports clinicians 

in identifying similar patients on the basis of automated text analytics, applied in the first place to hospital 

discharge summaries. 

As already said, MD-Paedigree’s and Cardioproof’s common Infostructure has the ambition of providing an 

innovative marketplace where big health data, patient-specific modelling, stratification, and further 

associated services, will be able to converge, bringing together data subjects, clinical centres, biomedical 

research and industry, making personalised medicine get closer to reality. 

 

The incentive of a personal return 

A way to make this succeed depends, in our view, also on the capacity of guaranteeing some secure and 

practical personal return for all those who will be willing to contribute with their data, for instance by: 

1. making it easier for patients to access further clinical opinions (if this is what they need) having at 
hand all their data;  

2. ensuring that, by regularly checking the information accrued on their personal stratification or 
“disease signature”, they will be able to follow any future knowledge discovery regarding their 
condition; 

3. empowering them with specially designed social media for appropriately getting in touch,  if so they 
wish, with similar data subjects, equally willing to be contacted. 
 
 

The challenges of scalability and anonymization 

The necessary preconditions are, however, the assurance that the model-driven digital repository under 

construction will prove to be an easily accessible, collaborative, secure, and scalable platform, and that there 

will be the guarantee of providing the best possible level of data subjects’ privacy.  

Which is not at all a trivial task, given the triple requirement of: 

a) making use of all type of highly sensitive data, for providing the most advanced stratification and 
patient-specific modelling,  

                                                           
51 http://bitem.hesge.ch.  

http://bitem.hesge.ch/
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b) allowing the data to be recurrently available for further update and potential future knowledge 
discovery,  

c) combining full anonymization with the possibility for the data subject to access his/her data for 
second opinions, as well as for stratification cluster awareness, and for optional interaction with very 
similar patients, not to mention exerting the “right to be forgotten”. 

 

Already in Vilnius there had been a clear awareness that the demands for informed consent and de-

identification implied the implementation of appropriate counteracting measures to prevent deductive 

disclosure, i.e. the ability to re-identify data based on some inferences either by aggregating more data or by 

querying the available dataset.  

A simple and effective approach – Morley-Fletcher had remarked then – could consist of setting a minimal 

threshold on query engines so that queries returning less than a minimum number of cases would not inform 

the user on the real count (K-anonymity). An additional approach consisted of devising an algorithm and an 

interface allowing to inject random noise into datasets in order to prevent the possibility of re-identification 

whilst still producing accurate answers to the research queries.  

These are all areas where significant progress has been attained, and further levels of even stronger 

anonymization can now be applied, having recourse to a variety of alternative solutions.  

 

HIPAA and FedEHR 

Such developments allow to go significantly beyond the American Health Insurance Portability and 

Accountability Act of 1996 (HIPAA), according to which de-identified health information is not Personal 

Health Information (PHI), and thus is not protected by the Privacy Rule.  

According to HIPAA, data are de-identified when all 18 elements52 that could be used to identify the individual 

or the individual's relatives, employers, or household members have been removed, and “the covered entity 

[has] no actual knowledge that the remaining information could be used alone or in combination with other 

information to identify the individual who is the subject of the information”53. 

To reach a comparable level of prior de-identification for making data queries available on the cloud, MD-

Paedigree makes use of ad hoc tools especially developed within the Infostructure.  

Data protection procedures for privacy, security, and storage, are provided by the gNὑbila’s FedEHR 

product54, made up from 10 software modules, each of which addresses functional requirements in the field 

of data protection and confidentiality.  

                                                           
52 These elements are enumerated in the HIPAA Privacy Rule: http://privacyruleandresearch.nih.gov/pr_08.asp.  
53 Ibid. 
54 www.fedehr.com.  

http://privacyruleandresearch.nih.gov/pr_08.asp
http://www.fedehr.com/
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On top of this, MD-Paedigree also provides an automated preliminary Data Curation tool for outlier 

detection, developed by Athena RC55.   

 

Differential privacy 

As already mentioned, a further level of “privacy-by-design” de-identification can be based on the injection 

of random noise, with the effect of eventually producing “synthetic data sets” which are sufficiently 

scrambled and muddied to make them no more identifiable. This approach is also called “differential 

privacy,” meaning that a query on a database is “differentially private if the contribution of an individual in 

the database can only marginally influence the query result”56. More precisely, the contribution of each single 

entry to the query result is bounded by a small constant factor, even if all remaining entries are known. “A 

deterministic query can be made differentially private by perturbing the result with a certain amount of noise. 

The amount of noise can depend on the query itself, and a variety of perturbation algorithms have been 

proposed for different queries and datatypes (e.g. numerical and non-numerical data, buckets, histograms, 

graphs)”57. 

 

Secure Multiparty Computation 

A different approach can be based on further developments of a methodology, already invented in the late 

‘70s, and called “secret sharing”, based on the principle of breaking down each value to several pieces. This 

has evolved into the Secure Multiparty Computation (SMC) approach, where parties provide their inputs to 

a cryptographic protocol that is used to compute a pre-agreed function in such a manner that nothing that a 

party sees during the protocol can be deduced from the party’s inputs and outputs. This way sensitive data 

can be safely collected, stored, and analysed, and their aggregated result can be published, without 

compromising the privacy of the data owner. Input data never leave the hands of the owner, only the final 

results of the computation are shared with the partners. 

An EU-funded Future and Emerging Technology project, led by the Estonian company Cybernetica, has aimed 

at employing Usable and Efficient Secure Multiparty Computation (UaESMC)58, and one important 

subsequent outcome has been a remarkable book, just published in 201559. As practical exploitation, 

Cybernetica now offers a commercial tool, Sharemind60, which operates as a virtual machine for privacy-

preserving data processing, relying on share computing techniques61. 

                                                           
55 http://www.imis.athena-innovation.gr. 
56 F. Eigner, A. Kate, M. Maffei, F. Pampaloni, and I. Pryvalov, Achieving Optimal Utility for Distributed Differential Privacy 
Using Secure Multiparty Computation, in:  P. Laud and L. Kamm (eds.), Applications of Secure Multiparty Computation, 
IOS Press, 2015, p. 82. 
57 Ibid. 
58 http://www.usable-security.eu. 
59 P. Laud and L. Kamm (eds.), Applications of Secure Multiparty Computation, cit. 
60 http://sharemind.cyber.ee.  
61 D. Bogdanov, L. Kamm, S. Laur, P. Pruulmann-Vengerfeldt, R. Talviste, J. Willemson, Privacy-preserving statistical data 
analysis on federated databases, APF 2014, Proceedings of the 2nd Annual Privacy Forum 2014, Springer 2014, pp. 30-
55. 

http://www.imis.athena-innovation.gr/
http://www.usable-security.eu/
http://sharemind.cyber.ee/


10.5 First Exploitation Plan CARDIOPROOF -  FP7-ICT-2013-10 (611232) 

 
 

31 
 
 

Homomorphic Encryption 

An, as yet, ultimate level of de-identification can be based on Homomorphic Encryption, i.e. the methodology 

which allows computations on encrypted data without decrypting them, which can be, of course, extremely 

interesting for otherwise always identifiable data, such as, for instance, all genetic and metagenomic data.  

Also Jane Kaye and the other co-authors advocating “dynamic consent” have referred to this approach, 

remarking  that “homomorphic encryption provides new, privacy-enhancing, technical capabilities allowing 

the processing of sensitive information”62, never decrypting “identifiable information but still [being] able to 

generate analytical results from the encrypted data”63. 

While the statement by the Cloud Security Alliance, that “strong encryption with key management is one of 

the core mechanisms that Cloud Computing systems should use to protect data”64, had become a common 

place, fully homomorphic encryption65 long appeared as a mirage, since it was until recently making it too 

slow by supporting all functions within a single scheme.  

Systems like CryptDB66, followed by HELib67, have been showing, however, that, by using a variety of 

specialised algorithms for different encryption schemes, it becomes possible to perform a series of different 

computations with the encrypted results in real time. 

This approach can have powerful consequences for MD-Paedigree’s similarity search and stratification tools 

like CaseReasoner, allowing to make secure and anonymised use of all type of sensitive data. 

Further developments like Mylar68 enable users of a cloud application to also share data with one another, 

probably fraying the way for what MD-Paedigree has called the “patients exactly like us” functionality, to run 

in parallel with the “patients like mine” functionality, referring to clinicians interested in getting decision 

support based on outcomes analyses. In fact, Mylar is a system allowing the server to perform keyword 

search over encrypted documents, even when the documents are encrypted with different keys, and the 

users to share keys and data securely, also in the presence of an active adversary. Finally, Mylar ensures that 

the client-side application code is authentic, even if the server is malicious69. 

 

                                                           
62 J. Kaye et al., Dynamic Consent, cit., p. 3. 
63 Ibid. 
64 CSA, Security Guidance for Critical Areas of Focus in Cloud Computing, V. 2.1, December 2009, p. 60. 
65 C. Gentry, A fully homomorphic encryption scheme, PhD thesis, Stanford University, 2009; Id., Fully homomorphic 
encryption using ideal lattices, in: M. Mitzenmacher (ed.), , 41st  Annual ACM Symposium on Theory of Computing, 
Bethesda, Maryland, May 1-June 2, 2009, ACM Press, pp. 169–178. 
Craig Gentry.  
66 R.A. Popa, C.M.S. Redfield, N. Zeldovich, and H. Balakrishnan, CryptDB: Protecting Confidentiality with Encrypted 
Query Processing, Proceedings of the 23rd ACM Symposium on Operating Systems Principles (SOSP), Cascais, Portugal, 
October 2011; R.A. Popa, N. Zeldovich, and H. Balakrishnan,  Guidelines for Using the CryptDB System Securely, 
Cryptology ePrint Archive, Report 2015/979. 
67 HELib 
68 https://css.csail.mit.edu/mylar.  
69 R.A. Popa, E. Stark, J. Helfer, S. Valdez, N. Zeldovich, M.F. Kaashoek, and H. Balakrishnan, Building web applications 
on top of encrypted data using Mylar, 11th USENIX Symposium on Networked Systems Design and Implementation, 
2014. 

https://css.csail.mit.edu/mylar
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Securing universal verified access 
These latest cryptographic developments show, on one hand, that the kind of technology that seems to be 

most needed would be a protocol that does not rely on anyone trusting anyone else, and yet guarantees 

appropriate information accountability, determining through computational monitoring how the data are 

used and whether a specific use of data complies with laws and regulations. Analogously, it would be 

necessary to complement homomorphic encryption by a functional certification service, providing a kind of 

mediator having the task of accepting or rejecting queries from users. The Infostructure would need to check 

a digital certificate to ensure that the user has the right to issue a particular query before carrying it out on 

the database. 

On the other hand, Kish and Topol advocate, as ideal digital ownership system, a data network, which “would 

foster better trust in the accuracy of data; connect people to facilitate enhanced sharing, anonymity and 

security; create a single system of exchange, standard methods of exchange and better metadata to assess 

the value of a piece of information; and finally enable ways for all involved to benefit from sharing so as to 

maximize sharing and value”70. Ultimately – they say – “once the infrastructure is built with clients and nodes 

for such a data network, transferring secure health data could be as easy as sending an e-mail is today”71. 

 

The block-chain system 

The block-chain system, i.e. Bitcoin’s underlying technology, seems to Kish and Topol as a way for solving 

such an apparent contradiction, and enabling digital property on a global platform. 

Bitcoins– they specify - are “bits of digital property (‘coins’ are a ledger of transactions, a shared database of 

who owns what at a given point in time). Ownership is enabled by network consensus […] Its digital ownership 

model creates a shared, agreed-upon record of data. Using and repurposing of the block-chain, wallets and 

‘proof of work’ components are already being adapted for multiple forms of data that are beginning to look 

like a global, distributed data ownership store. A worldwide health data graph enabled by health data 

ownership may not be far behind”72. 

They envisage the creation of a new global infrastructure for data, “accessible through Bitcoin wallet 

addresses, or something like them”73, which would have “the potential to provide a universal patient 

identification mechanism”74, separating  personal information from health data “as each data element can 

exist and be trusted independently”75. 

 

                                                           
70 L.J. Kish and E.J. Topol, Unpatients, cit., p. 923. 
71 Ibid. 
72 Ibid. 
73 Ibid. 
74 L.J. Kish and E.J. Topol, Unpatients, cit., p. 924. 
75 Ibid. 
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The banking system example 

Probably, simpler systems may already start to be applied, even before reaching high levels of integral 

encryption of all health data. 

The banking system may serve as concrete example. 

Universal online access to home-banking functionalities is currently based on personal identification numbers 

(PIN) and on one-time passwords (OTP). If this system is sufficient for safely transferring money, something 

similar should be enough for moving appropriately anonymised health data, even while a fully encrypted 

solution is still under way. 

The famous 4p-medicine (personalised, preventative, predictive, and participatory) requires, for the first two 
Ps, that the citizens be enabled to know to what cluster (“disease signature”) do they belong to, as well as 
what degree of knowledge has been acquired on that specific condition, and to be informed when further 
knowledge discovery will be attained. The third P requires that clinicians and patients can both request or 
purchase patient-specific modelling for personalised simulation and prediction.  
 
The fourth P requires that patients can get to know each other (if so they wish) and learn from each other’s 

experience, while also jointly exerting a stakeholder role in fostering further targeted research by providing 

they data and letting them be available for a long term for Open Science discoveries. 

 

Conclusion 
Cardioproof’s exploitation will need to take stock of the analytic work developed in conjunction with MD-

Paedigree and focus on the possibilities linked with the establishment of their joint Infostructure as 

innovative marketplace.  

The business goal is that of allowing their joint platform to become a new marketplace for patient-specific 

modelling tools, similar, in some way, to what i-tunes has become for the music recording industry.  

The issue of how to make available for long-term research a growing amount of health data, enhancing data 

subjects’ associations to enter as additional stakeholders into such an innovative eHealth marketplace, 

presupposes that a reliable solution is given to the need of guaranteeing the best conceivable levels of privacy 

and security in handling fully anonymised data.  

The networking session which has taken place in Lisbon at ICT’15, following previous meetings on the same 

issues held in Paris, within the Research Data Alliance (RDA) Plenary on September 24, 2015, and in 

Luxembourg, within the European Union Agency for Network and Information (ENISA) Annual Privacy Forum 

on October 8, 2015, have provided Cardioproof with sufficient elements of confirmation as to the adequacy 

and precision of the analysis which was undertaken, and can now encourage the Consortium in pursuing the 

possibility of applying for a dedicated SME Instrument, as per the hypotheses discussed within this report. 


